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0. HIE

ZEHI(C Microsoft Azure D7 AT MERKRUH T ZADUTS 3> DEENMEIN SN TVSBZFHRELET .

AFEF UiPath K.K h5iRtaN3 ARM 7> L —k (StackUiPath.json) ZFIFALTE Azure YW—-2%&JOES3Z>
JU. EHEHRICTEUTABRR FNEERDE T,

IRIBABEE/EZE (T UiPath Orchestrator MAIR(CHIX. Microsoft Azure DEIRZBUTLDRENLELLTT,

Fle. FBHIC Azure VY= ) —T= TERTZE,

AFIBICHF2EMERER RV, ZBEIEFTFv(HRERY NJ—IAI(C Bastion Z#8ZE0. Bastion fRECENIFHERE EhE
LIeEDERDET

1. 18R
AYY1-S 3> ORI T SRRA8E

Azure <. - .>
N—rnrA ==
Intemet Viriual Neiwork

@ BpressRode  gfna » .

Gatewayé LoadBglancer
Enterprise F
== S | . | :
VI bnet3/
Express Route
: = g . Application \;
PR '--_ eanes . Gateway
svee || @ - @ :
e"dwm H 2w VN . H o ve .
Cemt . | - @ . N
Storage
2\ VR T | o
=

Azure Monitor

~_ SQL Servers  SQL database
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2. Azure FIBY—EX—E&

ARIV1—-33(CHFB Azure FIRY—EX—E
Azure Y—EX

AzureVM
Vnet / Subnet
StandardlLoadBalancer

Orchestrator

NetworkSecurityGroup

NatGateway

PublicIP

NetworkInterface

Azure Cache for Redis
Database SQL Server / SQL database

StorageAccount

AzureFileSync (2018.4 Md#)

SER (o ) AzureVM

Vnet / Subnet

ApplicationGateway

Storage

NetworkSecurityGroup
NetworkInterface
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Standard (Standard_D2s_v3)

Standard

Standard

Standard
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3. UY—R{ERK
3.1. HAFLFSTL—MOFTOA

[I749—-THRBOT>TL— MM 9% 12&R

NI L FT04

FYIL-bOT O OWTHE

GitHub 71YI5—-k TUTL-baeZHAE

TU-MEER (RES

Bftan3 ARM 7> FL— M StackUiPath.json )&t — &X—Z b

Azur

FTVTL-+OfRE
Yy ADEM T HWAI-RTITL-k T TloEARB L Fov0-F

> 8 (549 26)
> BEH @
v @ UY-R @41
my [parameters(tag_name’)]
¥ (Microsoft.Network/networkSed

m [parameters(tag_name’)]

¥ (Microsoft.Network/networkSeq

= [parameters(tag_name’)]
(Microsoft.Network/publiciPAd

, [parameters(‘tag_name’)]
" (Microsoft.Network/virtualNetw)|

= [parameters(‘tag_name’)]
* (Microsoft.Sql/servers)

o [parameters(tag_name’)]
{microsoft storagesync/storage

[parameters(redis-cache-
= primary)]
(Microsoft.Cache/Redis)
[parameters(redis-cache-
= secondary’)]
(Microsoft.Cache/Redis)

[concat{parameters(redis-
cache-secondary’), 'f",

® parameters(redis-cache-
primary )1
(Microsoft.Cache/Redis/linkedS|
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HAFIMZENET AT+
— 1 EnUY-R T+ RSA—5-0...

HEFE

Yy-2 T N7 (@) stackuipath201804-3

B (Asia Pacific) EH#

SQL Server Admin Login O uipathdbuser
SQL Server Admin
e-primary O kaji-redis-geo-cache0013
kaji-redis-gec-cache0023

sldbserver

Vnet_name O

Network Interface_ocmaster_name (7]
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AHEE ( S53—F ) —EETRORESHE

Systemconfiguration Redundancy (TUEA&RK) or Single (>4 )Vi85Ak) Redundancy XA
Vnet_name VNET D&FR sUvnet PG
Vnet_address_prefixes VNET OF7 RLZATL 499 R 10.1.0.0/16 XHZE
Vnet_gw_subnet_name GW HJy hEHR suGwsubnet
Vnet_gw_subnet_prefixes GW BTy NEOT RLATL 199X 10.1.1.0/24 XAZR
Vnet_ocvm_subnet_name OrchestratorVM 7y h&#x sUocvmsubnet
Vnet_ocvm_subnet_prefixes OrchestratorVM 372y NHEOT RLZTL I499Z 10.1.2.0/24 XAZR
Vnet_redis_subnet_name Redis By bR sUredissubnet
Vnet_redis_subnet_prefixes Redis 7Ry RO RLRATL 195 R 10.1.3.0/24 Single DIBERE
Vnet_es_subnet_name Elasticsearch 573y N&FR sUessubnet
Vnet_es_subnet_prefixes Elasticsearch HYJ 3y NREOT RLZTL T199 R 10.1.4.0/24 Use Elasticsearch-
>False DIFERE
Vnet_appgw_subnet_name ApplicationGateway B7 3wy h&FR sUappgwsubnet
Vnet_appgw_subnet_prefixes ApplicationGateway B7 3y NHOT7 RLATL I19IX 10.1.5.0/24 Use Elasticsearch-
>False DIFERE
Orchestrator_dbserver_name SQL Y-\ sUdbserver KN
SQL Server Admin Login SQL Y—\onJ4>1-H4 uipathdbuser XAZR
SQL Server Admin Password SQL H—/{onJ4>)INRT—R UibPath#db%as3(s | X
ecureString)
Redis-cache TTRIERZEIEED RedisCache su-redis Single DIHERE
Redis-cache-enable-nonssl 6379 1R~k nonSSL %) True Single DIZETE
Orchestrator_locabalancer_name Orchestrator ®O—KRN\F>H5%& sUilb KA
Orchestrator_locabalancer_staticip Orchestrator ®O—R/\5>Y staticIP -
Orchestrator_locabalancer_backendpool_name Orchestrator ®0—R/\5>4 backendpool &#R sUilbbepool
Orchestrator_master_vm_name Orchestrator DYZAF—1AX—TF VM ocmaster KUNZE
Network Interface_ocmaster_name NAH=VM ORYNI—J4>5T1—2 % ocmaster KA
Orchestrator_master_vm Publicip_name YZ9—-VM @)y 1P ocmaster-ip XAZE
Orchestrator_master_vm_nsg_name YAF—-VM O3y NI—HttaUFJ I —T4 ocmaster-nsg XAZE
Vm Windows OS Version NA5-VM KU ES A VM ® 0S X->3> WindowsServer 20
19
Orchestrator_master_vm Admin User Name NZ5—VM @ administrator Z—4 = KA
Orchestrator_master_vm Admin Password Y A5—VM O administrator /(X7 —R - PPy
Use Elasticsearch Elasticsearch ZF|FAR]& True Use Elasticsearch-
>False DIHERE
Network Security Groups_es_nsg_name Elasticsearch OxyhI—tF1UF1J I —T% es-nsg Use Elasticsearch-
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Elasticsearch_01_node_name

Elasticsearch_02_node_name

Elasticsearch_03_node_name

Elasticsearch_application Gateway_name

Elasticsearch_application Gateway_staticip

App Gateway_Publicip_name

Network Security Groups_appgw_nsg_name

My Source Ip

Storage Account_Name

Tag_name

Orchestrator Admin Password

Orch Passphrase

NatGateway_name

Elasticsearch01 /—R%

Elasticsearch02 J—R%

Elasticsearch03 J—R%

IV —2305 - NITA LR

7IVT—33>5— 1A staticIP

T7IVr—23>5 - Ny14 publiclP &#5

TIVT -3 - Mz A Ry NI -IEF 1T I —T &
NSG WTE#FaI 93 GIP

AN =T hD> N

5%

Orchestrator ® admin F/{ZRD—R

Default / Host 53>~

BESIEF—ERAD/NRT-R

NatGateway O&#5k

XAEREND VM DAV RFVA54T : Standard_D2s_v3

FIOUMHETLU TV DR FESR
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es03

suappgw

Appgwpub-ip

appgw-nsg

sTackUiPath

PasswOrd! (secure
String)

suNatGw

>False DIFEARE
Use Elasticsearch-
>False DIZEARE
Use Elasticsearch-
>False DIFEARE
Use Elasticsearch-
>False DIHFERE
Use Elasticsearch-

>False DIHERE
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e TIOMDETHRTT

7704 %: Microsoft.Template EIAERRL  2020/6/27 0:02:00
HTZRPN T3 HAEID: 3ac¥5a8d-9e97-4dee-b633-26638bba2012
YR IN-T:

o}

~ RO

UYy-2 #E

kaji-redis-geo-cache3002 Microsoft Cache/Redis Created
Microsoft Network/loadBalancers oK

8  sUvnet/sUredissubnet01 Microsoft Network/virtualNetworks/subnets 429

sUvnet/sUappgwsubnet Microsoft Network/virtualNetworks/subnets 429
Microsoft Network/virtualNetworks/subnets  OK
Microsoft Network/virtualNetworks/subnets K
Microsoft Network/virtualNetworks/subnets 0K
Microsoft Network/virtualNetworks/subnets  OK
Microsoft Sql/servers
microsoftstoragesync/storageSyncServices/s..
Microsoft Network/virtualNetworks
Microsoft Network/networkSecurityGroups/s..
Microsoft Network/networkSecurityGroups/s...
microsoft:storagesync/storageSyncServices

Microsoft Network/publiclPAddresses

YA5—VM [CRDP TOJ1>
BE(C Orchestrator (34> AM=ILENTWBOTISUYTOI A Y BIER 2R NC. 0J1> 31T

%) 20486599 - VE-h FAI L TEE

ot

G [ https://ocmaster = - 8¢ | Search O~

[¥ Login - UiPath Orchestrator

m Orchestrator

Login
i You are logging in on tenant Default. Change

: Change

Username or email *

Remember me Forgot your password?

LOGIN

%2018.4 DAL, FEeTIAN D ID )NRAT—RTOT 1 %2R
Default 7> b :
admin / 890iop

Host 7> b :
admin / 3edcVFR$
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3.1. SQLServer 77t AHI
ARM F> 7L —MCTHERRUTZ SQLServer (32 TD Azure IRIBHNSO 7O AN FaI SNIRIRBEL R TWBIes, 7R H|

S EZZEET D,

Azure R—AUCTULFISER

R—AL > SQL Server > ¥R SQLServer > J7A7IA—)LEARERYRND -4

-4 > SOL Server >

SQL Server

uipath-japan-directory

B 9 F1-0EE -

[ 2877405~

EE T

Bl sudbserver201804

=711 ~n
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@ sUdbserver201804 | 7747V A- )L {RIERYFT-T

SQL Server

PR (Ctrl+y)

um Active Directory EEEE
@ sqL7-98-A

@® saLISAF97 T-I
HIBENET-FR-R

= A uti-kITAR-FBE

)
&

DTU 7#-9
It 70/t74

aw7

g

77 FOIT AR+
r¥1U7s

@ Advanced Data Security

b ==

QO Ir{7IA-lhiEERy T2
dy TIMA-+ IVFRAVMER
@ Transparent Data Encryption

AUTYIIIE II2-TIR

NTY97 29b9-0 TI£ADE
&0 (B

@ 13w CBET 5. ZREhi TSR

N-NAfE R TEICGYES . SHEE
SMTISI(-¥3Y @ (10 =10 >12 )
O #-/-cEEHHENTNSTATO SQL Database HEU SOL Data Warehouse T—FA-A0E ) TLS /T

—¥ay FONFAEBELTVNET . B/ TLS i-JaV4Us el TLS -3V EERT 375/ P2 500
J1VRETNFT.

EETUY- O @G Tosr vsuor)
Azure H-EABLUYY-AILZOY
“I\-N\DT T2 AEHTTS

«@» o)
O LUTTEELE P HSOEEICEY, sudbserver201804 AT ATOT-IN-AFIHATEST.

JS54TIH P TELA 61.206.171.2

HEE Bsk e #T P

Client/p-from-youraddress 219.167.249.156

O LUFTEELE VNE/Y T3y M GOEEICEY, sudbserver201804 ADTATOT-IN-ALFIEATE
7.

219.167.249.156 b
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[Azure B—EXBLUIY—-RCCOY—N-AD7IER%ZHR] T2 12 VWX I[CEEURE

=4 > sl Server >

SQL Server

uipath-japan-directory

+Em & L-0FE v

B sudbserver201804

n-s 1~
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@ sUdbserver201804 | 7717 J- L84y bT-7

SQL Server

=
[P #% ctrl+n

M Active Directory EES

@ saL7-98-4

®

saL I5A7y7 7=l

W &lsaneT-95-2

2 AUR-k/IIAR-FEE

@ pruJ4-7

H Foris«

8 ovr

B 7U7L-+oT7a%-k
t¥1UT+

@ Advanced Data Security
2=

Q TP 7RI REFY T
dy FIR-+ IVFRAUES
9 Transparent Data Encryption
ADTVIIVE IT4-TIA
EEF1-Z07

ur EE2EE

A7 1P OB

KTV

o3

9% #9470 PIEROE

(&

T =
Lz )

O VNS ETSE FFEhETSAA-F IR VMEALEEEOHE TSN, BEOIPAPI4- )
-G N TEHICEYET. BEEIRE R,

o

BANTLS (=93

0 =
-3y FONFARSBELTVET. S/ TLS JI—UavEYE3 TS J-SaVEERT 373/ 7Y M a00
JAUEET Y.

EERY- © JOoEy  USMLIE)

Azure H-EAB LUV -AlZOY
—[-NOFIEAEFTTS (B

=
\ LAWA y

O LUFTEELE P ASOEEICEY. sudbserver201804 DTN TDT-IN-ALFIVATEST.

JFATIHIPTELA 61.206.171.2

RElA B p BT P

219.167.249.156 h

Clientlp-from-youraddress 219.167.249.156

@ LUFTEELE VNE/H TRy M SMEEIL LY. sudbserver201804 DT NTDT-IN-AICTTHATE
=
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4.0rchestrator TtEAL

4.1 Configure-platformNode.ps1

TLEABRZ DB AT T 52DER(C Configure-platformNode.ps1 #3547

A2V TNOWT O T 5228
https://docs.uipath.com/orchestrator/lang-ja/v2018.4/docs/configure-platformnodepsl-parameters
https://docs.uipath.com/orchestrator/lang-ja/v2019/docs/configure-platformnodepsl-parameters

AOVTREFTH -
[ 2018.4 ]
.¥Configure-PlatformNode.psl °

-mode ConfigurePrimary °

-websiteName "UiPath Orchestrator" °

-nugetPackagesPath D:¥Data¥NugetPackages °

-redisServer su201804.redis.cache.windows.net °
-redisPassword XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
-redisPort 6380

-outputCommandFile Install-Secondary.psl

Stack-UiPath on Azure 14
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Web.Config Z4%3 ( Configure-platformNode.ps1 E47HI#& ) :

Before

<add key="quartz.jobStore.clustered" value="false" />

n

<add key="NuGet.Packages.Path" value="~/NuGetPackages" />

<add key="NuGet.Activities.Path" value="~/NuGetPackages/Activities" />

<add key="LoadBalancer.UseRedis" value="false" />
<add key="LoadBalancer.Enabled" value="false" />
<add key="LoadBalancer.Redis.ConnectionString" value="localhost:6379" />

nn

<sessionState mode="InProc" sglConnectionString="" allowCustomSqlDatabase="true" />

After

~

<add key="quartz.jobStore.clustered" value="true" />

<add key="NuGet.Packages.Path" value="D:¥Data¥NugetPackages" />

<add key="NuGet.Activities.Path" value="D:¥Data¥NugetPackages¥Activities¥" />
<add key="LoadBalancer.UseRedis" value="true" />

<add key="LoadBalancer.Enabled" value="false" />
<add key="LoadBalancer.Redis.ConnectionString" value="kaji-redis-geo3-cache10001.redis.cache.windows.net:63

80,password=FIlpUrmEhTRL8TIdFQTWalrLPVeXKS1d5BigUMCzMSc=,ssl=True" />

nn

<sessionState mode="Custom" sglConnectionString="" allowCustomSgqgl|Database="true" customProvider="RedisSt

ateStore">

<providers>
<add name="RedisStateStore" type="Microsoft.Web.Redis.RedisSessionStateProvider" connectionString="kaji-

redis-geo3-cache10001.redis.cache.windows.net:6380,password=FIlpUrmEhTRL8TIdFQTWalrLPVeXKS1d5BigUMCzMSc
=,ssl=True" />

</providers>
</sessionState>

Stack-UiPath on Azure
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AT RETH -
[ 2019.10 ]

.¥Configure-PlatformNode.psl ~

-mode ConfigurePrimary °

-websiteName "UiPath Orchestrator" °

-redisServer su201910.redis.cache.windows.net °
-redisPassword XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
-redisPort 6380 °

-storageType Azure °

-storagelocation "DefaultEndpointsProtocol=https;AccountName=usr;AccountKey

=...;EndpointSuffix=core.windows.net"

Web.Config %> ( Configure-platformNode.ps1 E1TR1#& ) :

Before

<add key="quartz.jobStore.clustered" value="false" />

<add key="LoadBalancer.UseRedis" value="false" />
<add key="LoadBalancer.Enabled" value="false" />
<add key="LoadBalancer.Redis.ConnectionString" value="localhost:6379" />

<add key="Storage.Type" value="FileSystem" />
<add key="Storage.Location" value="RootPath=.¥Storage" />

After

<add key="quartz.jobStore.clustered" value="true" />

<add key="LoadBalancer.UseRedis" value="true" />

<add key="LoadBalancer.Enabled" value="false" />

<add key="LoadBalancer.Redis.ConnectionString" value="kaji-redis-geo3-cache10001.redis.cache.windows.net:638
0,password=FIlpUrmEhTRL8TIdFQTWalrLPVeXKS1d5BigUMCzMSc=,ssl=True" />

<add key="Storage.Type" value="Azure" />

<add key="Storage.Location" value="DefaultEndpointsProtocol=https; AccountName=usr;AccountKey=...;Endpoint
Suffix=core.windows.net" />

~

Stack-UiPath on Azure

16



Ui|Path’

4.2 VM DER
CTET. YRI—A—TFD VM ADIEETUIAY, CTHBIEED VM DMEYRG—A A—SHERML. VM 2R TEBL3(C

— %t (sysprep)EEMELE T,

Orchestrator Master VM AT “ C:¥Windows¥System32¥Sysprep " %#3E1T
]

= Manage

v s
Application Tools
2 Onan~v EH Salact all

File Home Share View
| x - || y
> Y ><

System Preparation Tool 3.14

1 & Cut
= —j Wil Copy path «
ck Copy Paste Move Copy Delete Rename
(7] Paste shortcut o~ to~ - System Preparation Tool (Sysprep) prepares the machine for
s hardware independence and deanup.
Clipboard Organize
« v « Windows (C) > Windows > System32 > Sysprep System Cleanup Action
— o Enter System Out-of-Box Experience (OOBE) v
L Name
o Quick access [/ Generaiize
ActionFiles
Bl Desktop < s Shu Options
¥ Downloads * Reboot v
Panther
g D t g
ocuments ﬁ sysprep.exe 1
= This PC
@ Network

- System Cleanup Action -> OOBE (Z'IL459>)
- Generalize -> B (FvIRvIR)
Shutdown Options -> Shutdown (F')N99>)

Stack-UiPath on Azure
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E17%. Master VM @ RDP 23> hIN30T Azure R—4)L LT
[VM]->] FvIFv ] &R, FELDLICAX=ZD/ERRIBIEICEBFE T DD TYAT—M X—=SFH VM DN 2%
ABUTAA—SEREENE

-image-20200614010404
yy-2 IN-7

su201804

AA-TEMERI I, BRI/ Tl V0B ST RRanET

A FEYY AX-JExvTFris, BRIV EATEKEYET. J0RF T RIZL I TAE AL
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PERRUTEA XS TREREEDTT VM OIERL
g& su-oc-01-image-20200614010404 <

= EmE
FITET1 07
FIEAHE (AM)
979

oy7
B - ror7ak-+
Y-t + FINTa-F40T
FHLLHAR-F UITRR
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HEl
su-oc-01-image-20200614010404

VA EENTY

su-oc-01

0S F4AY
os OEE -2 BLOB @) URI

Windows
TIT1RT
IOAA-JIRTF T1RIH EFh TG A,
Yy-RIN-T

&hr
®HA*F

J—nEERE
=5

HITRIVT a3y

Uy-2 1D

Fsubscriptions/123d591b-f4a9-4bb0-850e-392e73a8b691/resourceGroups/su201804/provide

19



Ui|Path”

IRAEY S AERRBFIC
NI TP U, NSG OAERLURWVEDICERTE

ﬂi?.ﬂ? JJOJ‘I’FEE

BAE TR FybI-2 EE FE YT EIBIUER

RYRI-T 12544 7-F (NIQ) BEFBEL (B YORy M-V ESLEd. t¥a)rr 5‘le TJORBI_EYR-bez
ERLUEGEEREEHELLY. BIFOEFIBYY1-Y3aVOBRIIABELLYIB LA TERT.

FYMI-T 125-T11R
AN ORI, 1-—RICRybI—7 179 I ABMEREhEd.

FExvFI-2 © sUvnet6

HARIERK

HIxyk+ @ sUocvmsubnet (10.5.2.0/24)
EPE:

IKJUsaip ©

NIC ZyFJ-2 #%21Y71 -7 ©

BEXINI-Y O
BRLEAA-TIE. BERYNI-IEIHR-FLTNE LA,

BEDEORETEED LB KU NwIIYRT-ILZIEE

RV DIERK

EXWUAUILL S Stk AT 1S AN ULV U

BRSE
BEF(D Azure BFAEYV1-3Y0INYTIVF T- M OEEYY V4R E CE&T .

ZORBEVYVEREOEHAEYY1-Y3Y [ ATAY S
O3 [CRELITI?
RESBORE

¢ Application Gateway [£. URL N—ADJ—T 1%, SSL¥ T, 79 yavﬂkﬁls Web FAUT—93y JrA 7 Ix-VeiRitd 3
HTTP/HTTPS Web F5749700-F KIUH-CF. A ay
. Azurel.padBaIancer{?I\ AT TCP/UDP Y74 f*)‘?*f‘)‘? i }*71'3' 74)9' ERFEIO-EVR-FLTWET. Azure

BHABOATYaY * @ Azure Load Balancer

O-F NS5 -2|RLET * @ sUilb

Iy OIVE F-LOER ~ @ (i'ﬁiﬂ] ocvmé6bepool
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BUFOLS (NI T RT—IUHERRUTZ VM Z3E N

sUilbbepool
sUilb
e sUilbbepool

5] Ny By sUvnet2019 (stackuipath201910)

IP /-3 [ IPv4

RV

Standard SKU JXJU7 P BEASHSN, ITTUYT IP BEAMAIEAL, japaneast ICHSEN YV OHEER TEET, IR IP BEH
RURRERY -7 LT A ENDYET,

X s

[ ] maEeyy IPHERE 7L AR YR T

oc01 ipconfig1 (10.5.2.6)

ipconfig1 (10.5.2.7)

LB R TOREZHIC T I AR,
(CoimE. SSL Y—/GEREZEA > ZAb—ILU. O—hILD hosts (CEC#k)
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https://sulb.uipath-japan.net/account/login?returnUrl=%2F

[a}

m Orchestrator

[ B 0%
host
A—F—RIFLEA-LTRLZ*
admi
KAT—E*

e
8 corhyvreReys L2 =hee

@9 ax= v

%[2018.4]Di%E . AT Azure J7A \VEIRAERM D FIRERHEL TIEE L,
TULERABRKEFD Nuget J71 )L EEAZSEIR I 31zh(C. AzureFileSync T Nuget OEIHIEES

T7 AV REIERY —ERZAERY

Azure J7MVEIE »

Microsoft

@ Azure 771 VR
Microsoft

mE  Jiv

Azure File Sync Tl /(TA VYA EREEEBELEEE. AVTLIAOTPA L Y—10-% Azure DIREET BIFTF AF Iy HCEETESS.
Azure File Sync Tl U FA2 g

o YWFH{+ F7ER - Windows #—/(—¥ Azure Files DRI CRILT-INDSEAHT It AERHLET
s I5IFOREL - AT I EALED-h Y-1t-E

o Azure Backup TOHA - AVTLIATT-FEI9T

o mETFAT- YARY- - IPADAFT-FESICERL. BRELRLTT- 92 URLET

B2V

CCTARN =AY -EXBINI—F
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Azure File Sync 07704

BEXx 57 EDBIUFE

Azure File Sync ¥ Azure JPMlitEEEHEDEBL. AVTLZA T74 L - 1-OF&HE. U+ TVR. BLURRMEEERLE
1. BEOIPAVEEE Azure TEHEETEET.

‘g Microsoft
ZOAMN—JREBAY-ER VY-AETTOM3EL. ATIIV0IFIFEE BV F— - FHADEEEERL T, Windows
Server & Azure TP VERDT19T $vyy1iE@TEET. BEE3AN—JRBY-EA VY- B2 FShiY—(-BTiT—5%
REWTELEWEISEEL TN, AU Azure 7/ EEERET 3R EHF 531841, TATOY—1-ERLA-JRBHT-ER
CEHTLELEMLET.

t=RE

kajimotoarm01

nugetfilesync

E=BF

RICI-Z12MAVAN=IL (FEEVIDFIRICHED)
https://docs.microsoft.com/ja-jp/azure/storage/files/storage-sync-files-server-registration#install-
the-azure-file-sync-agent

A=) FEEDOLICE#R

Sign in and register this server

Sign in to Azure to register with an existing Storage Sync Service.
To create a new Storage Sync Service, go to the Azure portal.

I am signing in as a Cloud Solution Provider [ ]

Tenant ID
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TEROLOCEER

Choose a Storage Sync Service

Azure Subscription

Subscription ID:  123d591b-f4a9-4bb3-850e-392e73a8b691

Resource Group

su201804 i

Storage Sync Service

nugetfilesync =

Stack-UiPath on Azure

Register

24



Ui|Path”

FRHHERR

Registration successful!

¥ You can now use PowerShell or the Azure portal to configure sync.

Network connectivity test

S Testing connectivity to several Azure endpoints...

Copy Azure resource URL

FIHA ) — T % AER
[T -7

%9, AT 3 Azure I7TILEBEEEL TS, S REZ LT 1 FEOIFIE TVFRA
YMCEYES,

RS 3N\ EOTA LTI, BTEECEET,

REATN-T4 5u201804syncgroup

1 FBOIFIE IVFRA12E

HIRIVTFYaY RERET

- PhIvh

/subscriptions/123d591b-f4a9-4bb9-850e-392e73a8...
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=TI RRA> DB

su201804syncgroup

R IN—TF

239K I Y—IT— TV FRA Y hoishn

1 I3IF TIFRAY

Azure I71ILEH FO¥sa=9¢

share v

O Y-I\- IVFRA1Vk

¥-I- 1 AILA Ty File ARIEALTL...

KT BEBNBYE Ao
<« I,
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Y—1— IVFRAY MY, BREHY—/-0RY1-AORY 1-LSHEEEY T T4 )92 RS
ELTHEELES, ROEEFENMEASNES,

o ZICH-I-EICBREENS 3Icld, ORI -TFEEGAMN - IRIY LAY
-\ -EERI IBHENBYES,

Y-I{- LOREDERFI(L, 1 DORBIN-TEOH R TELS, RAUEFRFLIEZ0O—E
ERIORETIN-TE RS E B TEE B A,

COY—I-ICIEE T B/ AR E LN & RERBLTZE L,

BEET-IN- 5u201804vmoO1

=

v I3IFOREEL
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4.3 [ A7’¥3> ] Azure RTO SSL Y—/)\GEBBE D #E{RE

AppService sEBBEZRHR

App S;an;vice AEAE

VY- SN-7

AR

SHHHE SKU
Standard

AHESOFRBHAE T IIET 110 S SEAHBYET . fERAT T IDE. A—03TZIVT 3200 App Services D3, App Service FEAZEEMTEDLIBYES.

SERAZEDABRL CFIIE 1 ZRNE

@ stackuipath201910 | FEBAE DR

App Service

L5 3 o6 AHETFEERATERLOICTICN. UTOSFECEIHENBYZT. EFMHERIZEIATIIED. 2

B 7977107
TIEASE (1AM) FIH 1: 10

& n

=E
R2[CERIILWIGEASE Key Vault
EASORAL A i-FLET.

BREHFOFEE

§ FLhF{Y
e d
EHSOTTAR-+

AAZSOFA YO EEEERLET
piillvat

097 FIE3: YT
B 7IL-bOTIZR-H k]
H-b + TNI-FA2Y L] N

A pemtie SEERZE(L. App Service TERT 3£
¢/ K{FHtchaEH TEELE

FLLHFR-F YITAR
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£ %Rk

F— 107D

L0
stackuipath

V=2 J0—F

su-certificate

FIEARYY-

1 207V FRERENTVET

FEErybI-0 IR
EENQES TR Ve A

VERUTZEEBRE (X T 52002 S E(C VM (LI AR-h
https://azure.github.io/AppService/2017/02/24/Creating-a-local-PFX-copy-of-App-Service-
Certificate.html
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FIE 2 2=
X% RALIHS D UHEUS

ST

9

#Z | BNoERCER = EFA-lokT
HEORTECPAM Y OBRIEEEZL TGS ..

FAYORZHREFTI. EZREIFRIEIET 5-10 2402851 BYET.

FX1v@Rr-72 # §y71-FLEVBYIS

qvgmlj502eeu3h18ug76mi3oni

¥ Key Vault DREDHFE

- FATVRER N

FAMVESAECE, FAMVICEE ™XT LI-FEFRL. FAM VO EDRIES
&t FAYICEMT 2 A ERSYET . ZERAOFA VAN FIcEREnEIMES

FAMEROKAME

stackuipath.com

¥ O-LOIYHTHEMShELE

SERAZE DIV AR-b

= = }
. l App Service FEFIZ QI I Ak
B 7Io74E7107 e

FHEAHIE 1AM) Azure Powershell #{5T App Service EHEETIAMR-FL. 0 Azure VY-ATEATEET, =

¢ 57

=E
TAHSOER
BEIEHORE

& ANV

? +EFrES
AHSOLIAK-
pillvE
Oy7

B F7L-rOTIAR-

Hili—k + F3TNY1-T42T

7 KEtohasH
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TEOIV> RTRIERZ LR

Function Export-AppServiceCertificate

{

Param(
[Parameter(Mandatory=$true,Position=1,HelpMessage="ARM Login Url")]
[string]$loginld,

[Parameter(Mandatory=$true,HelpMessage="Subscription Id")]
[string]$subscriptionId,

[Parameter(Mandatory=$true,HelpMessage="Resource Group Name")]
[string]$resourceGroupName,

[Parameter(Mandatory=$true,HelpMessage="Name of the App Service Certificate Resource")]
[string]$name

)

Login-AzureRmAccount
Set-AzureRmContext -SubscriptionId $subscriptionId

## Get the KeyVault Resource Url and KeyVault Secret Name were the certificate is stored

$ascResource= Get-AzureRmResource -ResourceId
"/subscriptions/$subscriptionId/resourceGroups/$resourceGroupName/providers/Microsoft.CertificateRegistration/certificateOrd
ers/$name"

$certProps = Get-Member -InputObject $ascResource.Properties.certificates[@] -MemberType NoteProperty

$certificateName = $certProps[@].Name

$keyvaultId = $ascResource.Properties.certificates[@].$certificateName.KeyVaultId

$keyVaultSecretName = $ascResource.Properties.certificates[0].$certificateName.KeyVaultSecretName

## Split the resource URL of KeyVault and get KeyVaultName and KeyVaultResourceGroupName
$keyvaultIdParts = $keyVaultId.Split("/")

$keyvaultName = $keyVaultIdParts[$keyVaultIdParts.Length - 1]

$keyVaultResourceGroupName = $keyVaultIdParts[$keyVaultIdParts.Length - 5]

## --- Il NOTE !! ----

## Only users who can set the access policy and has the the right RBAC permissions can set the access policy on KeyVault, if
the command fails contact the owner of the KeyVault

Set-AzureRmKeyVaultAccessPolicy -ResourceGroupName $keyVaultResourceGroupName -VaultName $keyVaultName -UserPrincipalName
$loginId -PermissionsToSecrets get

Write-Host "Get Secret Access to account $loginId has been granted from the Keyvault, please check and remove the policy
after exporting the certificate”

## Getting the secret from the KeyVault

$secret = Get-AzureKeyVaultSecret -VaultName $keyVaultName -Name $keyVaultSecretName

$pfxCertObject= New-Object System.Security.Cryptography.X509Certificates.X509Certificate2 -

ArgumentList @([Convert]::FromBase64String($secret.SecretvValueText),"",[System.Security.Cryptography.X509Certificates.X509Ke
yStorageFlags]: :Exportable)

$pfxPassword = -join ((65..90) + (97..122) + (48..57) | Get-Random -Count 50 | % {[char]$_})

$currentDirectory = (Get-Location -PSProvider FileSystem).ProviderPath

[Environment]::CurrentDirectory = (Get-Location -PSProvider FileSystem).ProviderPath
[io.file]::WriteAllBytes(".¥appservicecertificate.pfx",$pfxCertObject.Export([System.Security.Cryptography.X509Certificates.
X509ContentType]: :Pkcs12,$pfxPassword))

## --- 11 NOTE !l ----

## Remove the Access Policy required for exporting the certificate once you have exported the certificate to prevent giving
the account prolonged access to the KeyVault

## The account will be completely removed from KeyVault access policy and will prevent to account from accessing any
keys/secrets/certificates on the KeyVvault,

## Run the following command if you are sure that the account is not used for any other access on the KeyVault or login to
the portal and change the access policy accordingly.

# Remove-AzureRmKeyVaultAccessPolicy -ResourceGroupName $keyVaultResourceGroupName -VaultName $keyVaultName -
UserPrincipalName $loginId

# Write-Host "Access to account $loginId has been removed from the KeyVault"

# Print the password for the exported certificate

Write-Host "Created an App Service Certificate copy at: $currentDirectory¥appservicecertificate.pfx"
Write-Warning "For security reasons, do not store the PFX password. Use it directly from the console as required.”
Write-Host "PFX password: $pfxPassword"

}

Stack-UiPath on Azure
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S5ICZOREEEFIBL T TR OLICIVY REIT

Export-AppServiceCertificate -loginId yourarmemail@domain.com -subscriptionId yoursubid
-resourceGroupName resourceGroupNameOfYourAppServiceCertificate -name

appServiceCertificateName

32> Function

FROGUHIFAAY

Microsoft Azure

BE Microsoft

YA414>

A=)l E5E. Skype

PO MEBRETRAVES. EMTEET.
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=: For

fp oro-

W THNDO

VERRENTZ PFX 4> IR— KU BIERERR

Y
PFH ard .
pilorEndBGa18

-
Filter: e 2 https:/ ezt stackuipath.com/s
ASP.NET 2 Login - UiPath Orchestrator
=0 ‘E'
& | Certificate %
Gereral petails Certification Path

R Certificate Information

This certificate is intended for the following purpose(s):

= Ensures the identity of a remote computer

* Refer to the certification authority’s statement for details.

Issued to:  *.stacipath.com
Issued by: Go Daddy Secure Certificate Authority - G2

Valid from 7/3/2020 to 7/3/2021

Tnstall Certificate...|  Issuer Statemnent

Stack-UiPath on Azure
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%2F - & Search..

1 Orchestrator

Login

E You are logging in on tenant Default. Change

Username or email *

Remember me Forgot your password?

@¥ engiish -
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5. Elasticsearch (ES) Deployment FIIE

XARAALT>TL—RDINSA—=4 “Use Elasticsearch” % True (CLT VM KU Application Gateway O/ERkZZERIL

THEE,

1. ARM 7> L —rT7J04/ Uz Azure Vnet IO ES subnet (C7704/4&NTUL% ES IO VM 3 &ICOJ(>TE
%E#HEER (ex.) es01, es02, es03)

2. BHEY—)HSYERUE 3 &(C RDP OJ1 %470\ BUF Firewall (%7€ Powershell 1Y R23E4T0L. Ping
I8 - Elasticsearch/Kibana AIC Port ZFA%. 3571
> Set-NetFirewallRule -DisplayName "File and Printer Sharing (Echo Request - ICMPv4-*)"
-Enabled True -Profile Public, Private, Domain
» New-NetFirewallRule -DisplayName "ElasticKibana" -Direction Inbound -Action Allow -
EdgeTraversalPolicy Block -Protocol TCP -LocalPort 5601,9200-9300 -Profile Any -
Enabled True

3. UTFOAVAN=5-TJ71 ) =5D>0-R
> Google Chrome installer
> Elasticsearch MSI installer (v7.6.2)
» Kibana exe (v7.6.2)
> NSSM (v2.24) (Kibana Z Windows Service {t93Y—)l)
%2018.4 DIZSREFIE5
ES: https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-6.8.10.msi

Kibana: https://artifacts.elastic.co/downloads/kibana/kibana-6.8.10-windows-x86_64.zip
e, Java D1V A=l E(CRHTLBDT
https://www.java.com/en/download/manual.jsp hM5459>0—-RUZEY .

4. {EpkUIZ Elasticsearch B VM £2T®0./—RTFIE(3) THU>0—-RUJe Chrome 24> ANl
5. {ERKUIZ Elasticsearch A VM £T0./—RTFIE(3)THV>0O— KU Elasticsearch msi 247U, 1AM
%

Stack-UiPath on Azure 33
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https://artifacts.elastic.co/downloads/kibana/kibana-6.8.10-windows-x86_64.zip
https://www.java.com/en/download/manual.jsp

Tb-test-esk01

m» elasticsearch7s.2
wr

Locations Service Configuration Plugins X-Pack

@ Use default directories

Use a custom installation directory

ogram Files\Elastic\Elasticsearch\7.6.2

Data directory C:\ProgramData\Elastic\Elasticsearc|

C:\ProgramData\Elastic

Configuratio

C:\ProgramData\Elastic

Ve ZEUILWS S OB TEREL THLCL

fb-test-esk01

ol

AAN=ITALI N0, T—971L7

- |

Recycle Bin

m» elasticsearch7s2
-wr

Locations Service Configuration Plugins X-Pack

Do not install as a service (start manually when needed)

@ Install as a service

Account information General properties

® Use Local System account v/ Start the service after this installation is complete

Use Network Service account v Start the service when Windows starts (Automatic)

Existing user

Stack-UiPath on Azure 34



Tb-test-esk01

Recycle Bin

Y 4

Google
Chrome

m» elasticsearch7s6.2
Eé -wr

ChromeSe. Locations Service Configuration Plugins X-Pack

Identifiers Network
Cluster name | elasticsearch Network host  0.0.0.0
Node name Ib-test-esk01 HTTP port 9200 + — Transport port 9300

Discovery

Roles
[] This is the first master in a new cluster

Seed Hosts

Memory 4 GB/8 GB

1
|

Lock JVM memory

m» elasticsearch7s.2
-

Locations Service Configuration Plugins X-Pack

Ingest Attachment Processor

The ingest attachment plugin lets Elasticsearch extract file attachments in common formats (such as PPT, XLS, and
PDF) by using the Apache text and metadata extraction library Tika. You can use the ingest attachment plugin as a
replacement for the mapper attachment plugin.

ICU Analysis

The ICU Analysis plugin integrates the Lucene ICU module into Elasticsearch, adding extended Unicode support
using the ICU libraries, including better analysis of Asian languages, Unicode normalization, Unicode-aware case
folding, collation support, and transliteration.

Japanese (kuromoji) Analysis

The Japanese (kuromoji) Analysis plugin integrates the Lucene kuromoji analysis module into Elasticsearch.
Phonetic Analysis

The Phonetic Analysis plugin provides token filters which convert tokens to their phonetic representation using
Soundex, Metaphone, and a variety of other algorithms.

Smart Chinese Analysis

The Smart Chinese Analysis plugin integrates the Lucene Smart Chinese analysis module into Elasticsearch.
Stempel Polish Analysis

The Stempel (Polish) Analysis plugin integrates the Lucene Stempel (Polish) analysis module into Elasticsearch.
EC2 Discovery

Tha FF Binmiois i liicstes Yiman Fhn, AV AT EA S Fintdnnk

i [E
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m» elasticsearch7s.2
-wr

Locations Service Configuration Plugins X-Pack

License Basic ~ Which license is for me?

Basic License

Access to all free X-Pack Basic features without an expiry
date on the license.

Trial License

Access to all X-Pack features for 30 days, including
Machine Learning, Graph, Alerting, Security, and others.

Full overview of licences and subscriptions

INSTALL

. . Tb-test-esk01

Recycle Bin

m» elasticsearch7s.2
-

ChromeSe...

Elasticsearch installed successfully!
=l
I

elasticsearc. What's Next?

Open Elasticsearch in the browser

Read "The Definitive Guide" for free online!

Read the 7.6 API reference

Find a client for your favorite language

Open the Elastic Stack documentation after exiting

AVAR=IME T UIE5 LECEIE O LS Window HRRENDDT, Exit ZH# T,
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Services
File Action View Help
e |FEcz Hm »enw

. Services (Local)

Google 3
Chrome * Senvices (Local)
Elasticsearch Description ~ Status  Startup Type
S Yelasticsearch You know, f... Automatic
?o Stort the service & Embedded Mode The Embed... Manual (Trig...
& Encrypting File System (EFS)  Provides th... Menual (Trig..
Description: G Enterprise App Managemen... Enables ent... Manual
You know, for Search. ) Bxtensible Authentication P... The Extensi... Manual
G Function Discovery Provide... The FDPHO.. Menual
i;lz_l_‘ £ Function Discovery Resourc... Publishes th... Manual
I Geolocation Service This service .. Running  Manual (Trig.

ChromeSe...

ogle Chrome Elevation S... Manual
ogle Update Service (gup... Keeps your ... Automatic (D...
ogle Update Service (gup... Keeps your... Menual
Group Policy Client The service .. Running  Automatic (.
Human Interface Device Ser... Activates an...
HV Host Service Provides an ..
Hyper-V Data Exchange Ser... Providesa.. Running
Hyper-V Guest Service Inter... Provides an ... Menual (Trig.
G Hyper-V Guest Shutdown S... Providesa.. Running Manual (Trig...
€ Hyper-V Heartbeat Service  Monitorsth... Running  Manual (Trig...
& Hyper-V PowerShell Direct ... Provides a... Menual (Trig..
 Hyper-V Remote Desktop Vi... Providesap... Running Manual (Trig..
G Hyper-V Time Synchronizat... Synchronize... Running  Manual (Trig.

\ Extended { Standard /

Elasticsearch Service "&EkaN TWBRLZIERR

6. Elasticsearch Z4>XR=)LUIRETD./—RT elasticsearch.yml ZBE. discovery.need_hosts &
cluster.initial_master_nodes ©733>%BHNU. elasticserch.yml RICEH2 < >DINTA—H%ERTE

elasticsearch.ymi

bootstrap.memory_lock: false

cluster.name: <{EFE® Cluster &>
http.port: 9200

network.host: ©.0.0.0
node.data: true

node.ingest: true

node.master: true
node.max_local_storage_nodes: 1

node.name: <./—R® hostname>

path.data: C:¥ProgramData¥Elastic¥Elasticsearch¥data
path.logs: C:¥ProgramData¥Elastic¥Elasticsearch¥logs
transport.tcp.port: 9300
xpack.license.self_generated.type: basic
xpack.security.enabled: false

discovery.seed_hosts: [

"</—R 1O hostname>",
"</—R 2 ® hostname>",

"<J—FK 3 ®hostname>"]
cluster.initial master_nodes: [

"</—R 1O hostname>",
"</—R 2 ® hostname>",
"</—F 3 O hostname>"]
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bootstrap.memory lock: false

cluster.name: <{LE® Cluster %>

http.port: 9200

network.host: 0.0.0.0

node.data: true

node.ingest: true

node.master: true

node.max_local_storage_nodes: 1

node.name: </ — F ® hostname>

path.data: C:¥ProgramData¥Elastic¥Elasticsearch¥data
path.logs: C:¥ProgramData¥Elastic¥Elasticsearch¥logs
transport.tcp.port: 9300

xpack.license.self generated.type: basic
xpack.security.enabled: false
discovery.zen.ping.unicast.hosts:

- </ —F 1® hostname>
- </ —F 2 D hostname>

- </ —F 3 ® hostname>
discovery.zen.minimum_master_nodes: 2

)

£ https://www.elastic.co/quide/en/elasticsearch/reference/6.8/discovery-settings.html
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7. ENMERESRDIS. &%./—RT Elasticsearch H—EXz B E)1&. Elasticsearch Cluster NEFEICHHEN TS
C&%& Chrome TUUF URL CEDEREER mh SRR

> http://<\WINHD.)—RD hostname>:9200/

v' cluster_uuid H"_na_1T(FR<. UUID tMF5anTWSZE(fll: -tDeUcYLQ6GHFBUIOIRVhQ)

v [ _na_llcB>TWBIBA(E. Firewall ZEx{E I3

>  http://<\W3INH®D./—RD Hostname>:9200/_cluster/health?pretty

v cluster_name METEESNZ elasticsearch.yml TIEEULZ cluster_name ([CRDTWBZE
v’ status h' green THdI&
v' number_of_master_nodes METELZ Master node DEEEH>TVWBZE(CDIZE(E 3)

> http:// <\WINH®D.)—RD Hostname>:9200/ cat/nodes?v&s=name

v 3 &0 Nodes DIEERNFTREINBL

8. Kibana ®1>Z~—JL(l'UiPath Orchestrator 8% XFvIN\AXFvTHA R1ZSHR)
https://www.uipath.com/ja/resources/whitepaper/orchestrator-install-guide
Kibana 1> AR—)L#&. kibana.ym| RADEEMEZLL T DLIICIA MATZIN . EFE

server.port: 5601
server.host: 0.0.0.0
elasticsearch.hosts: [“http://es01:9200", “http://es02:9200", “http://es03:9200" ]

9. (Optional) Elasticsearch X-Pack Security #£EEBEZHE
&% https://www.elastic.co/guide/en/elasticsearch/reference/7.6/configuring-tls.html
(1) Elasticsearch £./—RT%ES_PATH_CONF%EZ T (C certs JALAZVERRU. 2 FasE - I B2 AL E (AN
FlEEZE T . pem FEXOEDZECE)
(2) £/)—R0 elasticsearch.yml Z7RXFEpDZBNN - ZE
elasticsearch.yml

bootstrap.memory_lock: false
cluster.name: <{E=E®0 Cluster %>
http.port: 9200

network.host: 0.0.0.0
node.data: true

node.ingest: true

node.master: true

node.max_local_storage_nodes: 1
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Ui|Path’

node.name: <./—R® hostname>
path.data: C:¥ProgramData¥Elastic¥Elasticsearch¥data
path.logs: C:¥ProgramData¥Elastic¥Elasticsearch¥logs
transport.tcp.port: 9300
xpack.license.self_generated.type: basic
xpack.security.enabled: true
discovery.seed_hosts: [
"< /=K1 ®hostname>",
"< /=R 2 ® hostname>",
"< /=K 3 ® hostname>"]
cluster.initial_master_nodes: [
"</J—F1®hostname>",
"</J—FK 2 ® hostname>",
"< /=K 3 ® hostname>"]
xpack.security.transport.ssl.enabled: true
xpack.security.transport.ssl.verification_mode: certificate
xpack.security.transport.ssl.key: <_E5E CHECEUIMERTRD I )L 2z iEst)/ (AL H(CFeE x>
xpack.security.transport.ssl.certificate: <_ti2 CREEBEULARBEDT (I &%zimxt/ (R EHICFoH >

X451

xpack.security.tranposrt.ssl.key: C:¥ProgramData¥Elastic¥Elasticsearch¥config¥certs¥uipath-

japan-net-secretkey.pem

(3) £/—RT elasticsearch H—EX&=HBILE)

(4) WINHD./—RT C:¥Program Files¥Elastic¥Elasticsearch¥7.6.2¥bin (C CMD T cd L. A FIY>

RzE1T(BEIT Built-in I—50/{AD—R24Rk. XEZIEZDILE)

elasticsearch-setup-passwords auto

WAYYRICED,. HEIT Elasticsearch @ Built-in - D)X AD— R ERKEShIVY -l hEh3izs.

WIEZBE.
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(5) £/—Ro kibana.yml OLIT % HEFR(C elasticsearch-setup-passwords (L& TAEREN Tz kibana

1-YRENRD—Rzc#

elasticsearch.username: "kibana"

elasticsearch.password: "<password>"

TN, kibana Y—EX =B H)
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10.Azure Application Gateway (AGW)® Deploy *5%7E

XARALT>TU—RDISX—=4 “Use Elasticsearch” % Ture [CUT Application Gateway D/ERkZERFIL
THLE BUF ApplicationGateway D EFIEZEIIET . FENTHE I DHZE. SE(CLTTFI0,

Application Gateway
Microsoft

ﬁ Application Gateway'
Microsoft

\mE T

Microsoft Azure Application Gateway T3, L4 ¥— 7 SRSHICEINT, Azure {/EEY D HTTP AR SE/V1-YaVERELEY. PHVT—Vavaf s HEERTEL.
BHZEE(L, HTTP ICE I Fyh)-7 F501 I”IDJL'—T1/’T‘§EU‘1'FF’?." 247 Application Gateway Y—-FAREFIFT. £ EHZLTT.

Microsoft Azure T, PIREHNSARED VAFZAE 2 DL _HEAT Application Gateway Cloud Services [ZBL T, ERELEIT.
[ D

FTVT=-v3Y 5-rIT1OERR

FIMENTNYY-ALTANEEES 3HTATV T BB RLES . FTANT- 0658 Y-A TI-TEERALT. $ATOVY-AEEE
L. EE8LET.

{IRTIADFHR

F-Frx1&
kS
Standard V2

=) Wi

iy MI-7 0EERL
LEGE )

(10.5.7.0/24)

AL : Standard V2
-BEIXT-IER. &/ 0. &K : 10
N-VTIEZRIRSERHICBAMEY -(E 1, 2 Z8IRI 3,
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FIVT-vaY F-FITA Ot

EE 2 JOVRIVFOH

F5203 00k, IOV E P PRLARERL T F-brnfc AN ES. ¥ —bozAld, JSOUST 1P PELASTSAR-F IP PFLA. &
3WFEhTh 1 D9 DEEATELT.

JOUHIYF 1P OFEE © 1 FoR-} WA

I 1P PRLA
(U7 1P PFLA

Fr=k1p PELA

F540-F IP PFLADEERE ©

FFAR-FIP PFLA* D 10.5.7.10

T5AR=NIP PRLADIBE% Yes (CUT. fEED Private IP address # A /]

Elasticsearch Fi® Backend(elastic_backend)ZiEfll

UL EVE B kS ()]
Ky IIYE T-JUE. PTVr—33y - Rz QRS oI DEE I 3T LA TESYY-A0IL73a

YTE. KT T, RV, RAEYY 27— b, IP PRLR. FACYE. 7TV 4
v EE W IOYRTYFOH G v AEBWITEHTELS.

KTy T-Md. PV —ay F- M 52y e TEal -0l 7530 T, EE ] elastic_backend

Iy E F-Iaan : sk 1 )
KITIE 7-Ib &
1ITIF 8-k
5
3 @EnF-k g
=4l F-y 0B
=02l wERY
REVSY

gy

esD3NI
/3 En5—rak
esDINI

IP 7L RS T4 FODN

Target Type 7 [{RIEY>> | (CEXTEL. Target T%H VM 79y FEN TV NIC Z&EIRD#&. [Add 1%z
—F
Kibana FA® Backend(kibana_backend)&[E4#%k(CLUTHI Backend L TEN
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Routing rules ®IAdd a routing rule |z TFU. Elasticsearch FHDIL—F1>J I — IV &BNIT BT=8IC
Listener & Backend targets Z &%

FIVT-yay F-bI OfER

FEQIO/FLIYE IP PELANS. RESEN Y IIVF 9T ET Sy TEEET T/ RRIERHRLET . R, YA 25512
DFFy-ORAESHIBENBYET.
VER VIR VIGIDFE R
=& elastic_rule
F-PITAEfERT B0l 1 DFEHERO IOV EIVE. N-Ta73RB). [T Iy F T EESLES . SATOBAEEELES. EELELWThiOBAHS [
YZF- | JTIIE 9ok
YRS, EESNETON RS 5570 DIEESNER - 1P PELAT "R LT, AT STREShaRa, 7TV -Say -9
L. ZON—FTRNERRALES.

Tz elastic listner

ITY77: i) appgwpip2 .- JOURIVE R O TRt

F54K-1:1057.10 HTTP

9200

Basic INFHAE

B Wi

Backend target Z& &9 3/csh(C. HTTP setting ##[ Add new 1%Z:#4RU. Elasticsearch FAD HTTP
Setting ZHTRIVERK

HTTP &EDEN

FIVr-939 F-MITADHER

Vv EE  IOUVEIVEOB  I7IF A
TR DI 1 DEEREROIOY MR T TER. Ne I TR J-VEEELES. SATOBHEESLES. EELELThIDBHHS [

JO0YFIV RO
. i (2 L

ITY7: @) appgwpip02 ik it

T54R-F: 105710

30

mAbE

BLET. Application Gateway [$751 7/ Mp&: HTTP AR A95—E BT, Avd—EEBLBNGH (Y I FIGEELES. App H-Ea
AP EBEEQVIFTS 7 H-EALL FIED 15 SN @SB HRFL T, ELWIVERA Y HNRRENEY. REFS HTIPRAL Ay
J-E LEETILE. T 7

LU TH 5 S L)
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-1 > Sackupshz0iS10 ) §1%. ) Appicton Gt W=7 127 RBIDEM
TTUT-23Y 5-FI11 OERE

HEOIOVRIVE P PRLARS, BEShEIITIR 59 ETh T2 ol BRERRL Y. BRI, VAF-L 2581
DIy DEAEEHIBENBYET .
v EE VIOSRTVFOE  KyITUF 3
I-N& elastic_rule
- ITAEMRS B 1 DREEROIOY M IR, N-FrTRRL [ TTIoF TVEESLES. SATOSSEESLES. EELEVThAOSAS I

YAF-  KePIUF 9k
ZON-—F1 TR S Iy TREET I IR TIEBRLES. VT4V 7 EROBFEERTS HTTP SEOEYMEE T 3R EESYET.
JOVrIY RO W—TF129  spyr0mm Lozl o S N2 (S

[ elastic_backend
[{TY5%: @755) appgwpip02 M eee I9ITE 9-F9b iR
J54R~F:1057.10
HTTP
BmOF-T Ik

ZORAOYAF-ASRID/ I T F 5N ERO URL SACEIWTHS I TEN-—T42 7 TEEF. URL [RICEIWT HTTP SEORIDEY-E
BRYIIEETEST.

lv.Oe (7Ll
v S-ouba I ITIF T-I
=R SEM0Y-TyMBYEEA

B UL Kibana FA® Routing rules ZiE/M

Listener (& SSL #&imzdB31z6h(C HTTPS Z#IRL. #{mL THLE pfx DFEEAZE% Import.
DL > ScCIpa2OTN0 » 18 * sopicaton catta W=7 17 RADEM

T7VT-v3Y F-FITAOFERE

SEQIOYEIYE P PRLAAS, BESNE/YIIVE 9y b TSy TR ET T/ TRUNEERLET. RAICE. VAT PaE1D
09I ORAEEESHIBENBYES .

v BE  VIOJMIUFOE V RwITUF R

=& kibana_rule
F-MITAEERF DL, 1 DFEREROIOYFIIE, T FHR. KyIIE T-WEEELET. $XTOBSEESELES. EELELThAOBAHS [

YRF-  9ITIF F-9r

YRS, EESNESONIVERERT SR HoIORESII- e IP PRUAT oAy LES. YRS —SHAERNSEE. PIUT-Say -1

G > Tk ZON-F A RRERALES.
0VFIVF0: N—T12Y5

e UA—f kibana_listner

17Y97: @) appgwpip02 i -« elastic rule JOYRTIER Y @ tliald
F54K-11057.10 i el 70r © S

#t O 8

HTTPS B2
IWSOER TEHEOFIIO-F ¥ T -HedBEEERTD

PEX EHE TP

SAWEE

129-F et

BMSE
UAF-0EE © Basic WNFH4E

I5- A-30 URL (=8] (AR

Stack-UiPath on Azure




=

Path

Elasticsearch EEHRIC HTTP settings ®IAdd new 'S Kibana FA® HTTP Setting Z/ER%

HTTP REDEN

FFVT-939 F-ITA DR

VER VIOMIVEOR  IIIVF R e

F-hOTAEFRRS BIE 1 DRRFEROI0Y PR T RR Ky IUR T-NVEERLES. IATOBAEERLES. ERLLWT LD TS L HTTP. HTTPS

5601

JO0YFIVFO# W=T427
s oolde 2 30) it O Mt

ITY7: (3R} appgwpiph2 e 77 : ApplicationGatewayAffinity

T54R-F: 105710 i eee 0] 54 =it

r

HAME

EEET. Application Gateway [R5 PV MW%SRETS HTTP AR Ay FEFHT. Nof EXFLENSH/ T IVFI &7. App H-E20
AP EBEYOVNFTHY/E H—E AR FEONAN AvF—EklE SN BEREEICATTL T, ELWIYFRA Y MNoBREhET. 3 HTTP A+ Ay

Stack-UiPath on Azure 46



FIVT-93 F-MITA DR

~EER IOVMIVEOR TR Wk

SN B 1 DREEROTNY bR, -5 FRAL [T TR T EESLEY. S TOBATERLES. FEL
JOYRIVFO#

JXTY7: @8} appgwpip02
JF4A-1:1057.10

Add ZHTU. BRENICITOLSREEERS
Exi&tEse4% . Deploy
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OIS [

W71 JHAIDEM

WEOIOYRIVE IP FRLANS. SEEShE/ S TIYF 5y METhS o TEkiE d 30T RIESSL IS . B, VAF-t2EE 12
05T ORAESHIBENBYET.

[ kibana_rule
Dol (O8] -0 T
CON—TF /BRI TEEET AT IYE TVEBRLET. LT/ JRIDBIFEEST D HTIP SEOLY MEEET 2B EEHYET.
= v avir s -2 (/13

kibana_backend

EIO5-7 7k
ZOERIOUAS—HEROI A TIE 5, RO URL SRISEINTRS o7&l 1 TAET. URL JAEZIWT HITP SRE0RI0EsHE
BAETITHETESS.

IAN-203R81
i KoIIIF 7-I
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11. EhFHESR

» DNS F/zlZ hosts (C Load Balancer @ Private IP #&§%%. ZOEIRINTUL\SEEIT Browser h'5

Elasticsearch (C http://<FQDN>:9200 T7JtX

» DNS F/zlZ hosts (C Load Balancer @ Private IP #&§%%. ZOEIRINTUL\SEEIT Browser h*5

Kibana (C https://<FQDN>T79t X

(Optional) Elasticsearch Security #gEZBIMMELIERED AGW [EEMHTO0-T5%E
EEESO-T JL—Rh5BIADdIT Custom health probe 2L T —>3 3y MOELSICERTE

EEETO-J0EN
i suappgw02 | IEE 0T T

FRUT-3 Yoo
elastic_health_probe
=71
HTTP HTTPS
¢ 8= _
B 7r7t5107 : 127001
FIEAFE (1AM)
¢ 57
& PIEOBERLERR
=E
& HEE
9 Web 7W—3Y P {7 T4,
w JydTIF T

= HTIP &3

W JOYRIYF PR y £2E 0 e O) peg
= Y-

= N

b HERA

Z 200-399.401

o EEHI0-J E O 2 EEHERINELE
i For

= « elastic_hitp setting
| - TIIAR- ¥ labana_hitp setting
B8
m s
o ARy
B zx3x
# oy

HTTP response status code match %[200-399,401 |9 2MD(E Elastic #EATA A RICEE &k

A custom health probe is configured that reports healthy for the backend pool for status codes between
200-399, and for status code 401, which may be returned when Elastic Stack Security is enabled, since
the health probe makes requests without any form of authentication.
https://www.elastic.co/guide/en/elastic-stack-deploy/7.6/azure-arm-template-load-balancing.html
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EEAE, LB #2H T Kibana [C771AL.
074> ER5EEE COJ 1> %470\ 071> T OBENFRREN D EZHER

< C & kibana P - pp/kibana#/home

z . Home

®
o
=l APM
APM automatically collects
in-depth performance
o metrics and errors from

inside your applications.

Add APM

G d & o

'Y

Stack-UiPath on Azure

Add sample data
Load a data set and a Kibana dashboard Imp

" Observa

Logs

Ingest logs from p
data sources and
visualize in preconf]

dashboards.

Add log dat

a  Certificate X

General Details Certification Path

R Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
« Proves your identity to a remote computer

* Refer to the certification authority's statement for details.

Issued to:  —

Issued by: i

Valid from 9/13/2019 to 9/13/2021

Issuer Statement

' Sec

SIEM

re security
itive invest
[o-go visu

Add ever

isearch da
Elasticsear
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12.0rchestrator - Elasticsearch 1&ft:%iE

Orchestrator (CTUNELzORY hEITOT DRF 5% SQLServer h'5 Elasticsearch AZE 3 3128 Web.config ZI
ToEDEH

[9.(Optional) Elasticsearch X-Pack Security #gEB3MME 1ZE ML TLRWVEES
Before

n n

<target xsi:type="ElasticSearch" name="robotElastic" uri="" requireAuth="false" username="" password="" index="
${event-properties:item=indexName}-${date:format=yyyy.MM}" documentType="logEvent" includeAllProperties="true
" layout="${message}" excludedProperties="agentSessionld,tenantld,indexName" />

~

<logger name="Robot.*" final="true" writeTo="database" />

After

<target xsi:type="ElasticSearch" name="robotElastic" uri="https://<ApplicationGatewayIP>:<Port>" requireAuth="fal
se" username="" password="" index="${event-properties:item=indexName}-${date:format=yyyy.MM}" documentTyp
e="logEvent" includeAllProperties="true" layout="${message}" excludedProperties="agentSessionld,tenantld,indexNa
me" />

<logger name="Robot.*" final="true" writeTo="robotElasticBuffer" />
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[9.(Optional) Elasticsearch X-Pack Security #gEB3ME 1 ZEMUILIBES
Before
<target xsi:type="ElasticSearch" name="robotElastic" uri="" requireAuth="false" username="" password="" index="

${event-properties:item=indexName}-${date:format=yyyy.MM}" documentType="logEvent" includeAllProperties="true
" layout="${message}" excludedProperties="agentSessionld,tenantld,indexName" />

<logger name="Robot.*" final="true" writeTo="database" />

After

<target xsi:type="ElasticSearch" name="robotElastic" uri="https://<ApplicationGatewayIP>:<Port>" requireAuth="tru
e" username="elastic" password="<password of elastic>" index="¢${event-properties:item=indexName}-${date:form
at=yyyy.MM}" documentType="logEvent" includeAllProperties="true" layout="${message}" excludedProperties="agent

Sessionld,tenantld,indexName" />

~

<logger name="Robot.*" final="true" writeTo="robotElasticBuffer" />
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